Configure Different Session

When multiple websites hosted on the same server and sites are configured with Shibboleth Service Provider(SP) for authentication, all shibboleth
protected sites have same session behavior, for example, same entitylD, same timeout values. What if one site or a directory of a site needs different
session behavior? For example, only a directory of a site need to support GuestlID login. By default, guestID login is not allowed. In order to grant guestiD
access, Shibboleth Identity Provider(IDP) need to be configured to allow guestID login to your SP. The IDP configuration is based on SP's entityID. If you
only want to enable guestID login to a site or a directory of a site, but not other sites on the same server, applicationOverride can be used to achieve that.
Reference ApplicationOverride. Example below shows how to define a new entitylD for a directory and how to use new entityID.

® Edit shibboleth2.xml: add <ApplicationOverride ..> block inside <ApplicationDefault ..>

ApplicationOverride

<ApplicationDefaults entityl D="xxx" ... >

<ApplicationOverride id="allowQuestI D' entitylD="https://nysite2.cit.cornell.edu/shibboleth">
<Sessions |ifetinme="3600" tinmeout="3600" checkAddress="fal se" handl er SSL="t rue"
cooki eProps="https" handl er URL="/ nyguest i dLocat i on/ Shi bbol et h. sso">
</ Sessi ons>
</ Appl i cationQverride>
</ Appl i cati onDef aul t s>

Note: If you define ApplicationOverride for an entire website, it can use default handler URL |ocation. You
shoul d remove hander URL define fromthis exanple.

® Edit apache config to use ApplicationOverride

Apache configuration
<Location /nmyguestidLocati on>

Aut hType shi bbol eth
Shi bRequest Setting applicationld all owGuest|D

</ Locati on>

* Download metadata from https://mysite2.cit.cornell.edu/myguestidLocation/Shibboleth.sso/Metadata. Then submit your metadata.


https://wiki.shibboleth.net/confluence/display/SP3/ApplicationOverride
https://mysite2.cit.cornell.edu/myguestidLocation/Shibboleth.sso/Metadata.
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