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Introduction

Access to some AWS resources require an AWS Security Token Service session where an MFA key has been used to generate temporary security
credentials for an IAM User. This page provides details on how to use MFA and STS together on the command line with AWS CLI (v1).

Prerequisites

® |dentity the IAM user that you will be using with STS.

® This IAM user must have access keys. Here's how to create and manage access keys for your IAM user: https://docs.aws.amazon.com/IAM/latest
/UserGuide/id_credentials_access-keys.html

® This IAM user must have an MFA device set. Here's how to manage MFA for your IAM user: https://docs.aws.amazon.com/IAM/latest/UserGuide
/id_credentials_mfa_enable.html

® Ensure that the AWS CLI is configured to use your IAM user access keys. Here's how: https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-
configure.html#cli-quick-configuration

Generating Temporary Security Credentials

Example CLI

# Confirmthat | AM user credentials are working
$ aws sts get-caller-identity

{

"User 1 d": " Al DAXXXXXXXXXXXXXXXX" |

“Account": "123456789012",

"Arn": "arn:aws:iam:123456789012: user/ peal"
}

# Cenerate tenporary credentials. The code fromthe MFA is "987654" at the time the command is executed
$ aws sts get-session-token --serial-nunber arn:aws:iam:123456789012: nf a/ peal --token-code 987654
{
"Credential s": {
“AccessKeyl d": "ASI AYYYYYYYYYYYYYYYY",
"SeCI’etACCBSSKey" "ABC****************************************"’
" Sessi onToken":
"DE':***:\-**‘k***‘k***‘k***‘k***‘k***‘k***‘k:\-**‘k:\-**‘)«3\-**‘)«3\-**‘)«3\-**‘)«3\-**‘)«3\-**‘k***‘k***‘k***‘k***‘k***‘k*"Y
"Expiration": "2020-06-13T01: 29: 497"
}

-

Setup environnment to use the new tenporary credentials
export AWS_ACCESS_KEY_| D=ASI AYYYYYYYYYYYYYYYY
eXpOI’t AV\B SECRE" ACCESS KEY:ABCk-k-k**-k-k**-k-k**-k-k***-k**-k-k**-k-k**-k-k**-k-k**-k**
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Unfortunately, you cannot tell that the new session is tenporary or that MFA was invol ved.
aws sts get-caller-identity

©»

-~

“Userld": " Al DAXXXOOXXX"
"Account": "123456789012",
"Arn": "arn:aws:iam:123456789012: user/ peal"

-

See also https://aws.amazon.com/premiumsupport/knowledge-center/authenticate-mfa-cli/
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