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Shared Responsibility Model

Audit Logging

Cornell Standard VPC

Security Policies



• logically isolated network in AWS cloud
• on-premise connectivity options
– none
– VPN
– DirectConnect

Virtual Private Cloud



required:
• subnets
• route tables
• network ACL
• security groups

optional:
• internet gateway
• NAT gateway
• hardware VPN
• virtual private gateway
• customer gateway
• peering connection
• flow logs

VPC Components



• connectivity options
• custom subnets, routing
• layered security
– security groups
– network ACL

• continuity with on-premise networks
• single-tenancy, if desired

Benefits of VPC
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VPC Peering



VPC-related Pricing
base charges data charges

VPC free n/a

VPN connections $0.05/connection-hour n/a

NAT gateway $0.045/hr $0.045/GB (ingress)
$0.045/GB (egress)

Direct Connect – 1G $0.30/hr $0.00/GB (ingress)
$0.03/GB (egress**)

Direct Connect – 100M $0.06/hr $0.00/GB (ingress)
$0.03/GB (egress**)

Standard Data Transfer n/a $0.00/GB (ingress)
$0.09/GB (egress to internet**)

** Research Data Egress waiver (15% of total bill)



• https://blogs.cornell.edu/cloudification/tech-blog/
• https://confluence.cornell.edu/display/CLOUD/
• cloudification-l@cornell.edu
• pea1@cornell.edu

Questions?


