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Drupal SSO 

Topics: 

• Authentication / Authorization 
• SimpleSAMLphp 
• LDAP 

 
 



Drupal SSO 

Authentication: “Local” 

Username/password 

“OK” 

Pros 
• Works out of the box 
Cons 
• Separate credential 
• Need to worry about storing password  



Drupal SSO 

Authentication: “Pass through” (NOT RECOMMENDED) 

Username/password 

“OK” 

Pros 
• Integrates with external authentication 
Cons 
• Violates Cornell Policy 5.10 (for NetIDs) 

Username/password 

CornellAD 



Drupal SSO 

Authentication: CU WebAuth 

“OK” 

Pros 
• Uses Campus SSO 
Cons 
• Requires Apache module 

Username/password 

CU WebAuth 

“OK” 



Drupal SSO 

Authentication: SimpleSAMLphp 

“OK” 

Pros 
• Uses Campus SSO 
• Only requires PHP 
Cons 
• Does not protect non-code resources 
• Some complexity to configure 
• Does not handle Weill Cornell IDs 

Username/password 

CU WebAuth 

“OK” 

“OK” 



Drupal SSO 

Authorization: SimpleSAMLphp 

How to: https://confluence.cornell.edu/x/igEkD 
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Drupal SSO 

Authorization: SimpleSAMLphp 

http://drupal.org/node/1931394  
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Drupal SSO 

Authorization 

• Previous examples are suitable to on-campus/off-campus/cloud  
• LDAP examples will only work from on-campus 

 
 



Drupal SSO 

Authorization: CU WebAuth 

Restricts all access to Cornell Employees 
Restriction is enforced by web server (Apache HTTPD or MS IIS) 

 Pros 
• Uses CornellAD 
• Can protect non-code resources 
Cons 
• Applies a “blanket” to entire site 



Drupal SSO 

Authorization: Drupal LDAP 

• Requires a CornellAD HoldingID (contact Identity Management) 
 

 



Drupal SSO 

Authorization: Drupal LDAP 

Good 

BAD 

Pros 
• Uses CornellAD 
Cons 
• Only applies application authorization 
• Only works on Cornell campus 

“LDAP Authentication” is an example of “pass through”  
authentication and is NOT RECOMMENDED 



Drupal SSO 

Authorization: Drupal LDAP 



Drupal SSO 

Authorization: Drupal LDAP 



Drupal SSO 

Authorization: Drupal LDAP 



Drupal SSO 

Authorization: Drupal LDAP 



Drupal SSO 

Authorization: Other Options 

• Manually map IDs to roles 
• Custom code / mapping 


