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BOMGARW JUMP™ TECHNOLOGY

Overview

Bomgar’s Jump Technology is a revolutionary solution for supporting any unattended computer.
Jump enables a remote support technician to access and control unattended computers in any
network dynamically and remotely and includes both a client-based and a clientless solution. In
many cases, remote control can be established even when there is no pre-installed software client
on the remote computer.

Bomgar’s patent-pending Jump Technology is baked into Bomgar’s core product and included in
all license offerings. When clientless, Jump can provide remote access to unattended computers
in a local network and remote networks via a Jumpoint™. When client-based, Jump provides
remote access to unattended computers by establishing sessions via a pre-installed Jump Client.
The clientless and client-based solutions of Bomgar’s Jump Technology enable access to any
unattended computer in any network.
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Jumpoint vs. Jump Client

Bomgar’s Jump Technology offers support representatives two means of virtually accessing remote
computers. With the clientless solution, support representatives can Jump to (i.e., access and
control) any Windows computer in a remote network via a pre-deployed Jumpoint. (Within the local
area network, the support representative’s computer functions as a Jumpoint.)

In contract, the client-based solution enables support technicians to Jump to any computer running
a pre-deployed Jump Client, regardless of network location. This client-based solution enables
remote access to multiple operating systems and is network independent.

Both solutions are easy to use, but it is important to understand the differences in order to use each
solution effectively for your organization’s needs.

Jumpoint
Clientless Solution

Jump Client
Client-based Solution

To gain access to any unattended
computer regardless of operating system
and in any network, known or unknown.

To gain access to an unattended Windows
computer on a known remote network.

Single installation of a Jumpoint on a
computer within a local area network.

Installation of a Jump Client on each
remote computer being accessed.

Supports Windows only. Supports Windows, Mac, and Linux.

Download a Jumpoint agent onto a single
computer on a remote network via your /
login administrative interface.

Create Jump Clients for mass deployment
via your /login web interface or install a
Jump Client from within a support session.

How to Deploy It

el el el el
R el il el
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Jumpoint
Clientless Jump Technology Solution

Jumpoint enables a support technician to connect dynamically to any Windows computer on a local
or remote network. The Jumpoint functions as a remote agent which extends the reach of the Jump
feature to computers on a remote network.

A Jumpoint-enabled Bomgar session involves three computers:

1. The support technician’s computer
2. A Windows-based computer that hosts the Jumpoint agent
3. The unattended Windows computer targeted for remote control

Jumpoint Prerequisites

. The administrator deploying the Jumpoint must have administrative privileges on the
computer hosting the Jumpoint agent.
. The support technician must have administrative access to the target computer.
. In the /login administrative interface of the Bomgar Box, one or both of the following
conditions must be true:
. The support technician’s user account permission Allowed to Jump on the local
network without a Jumpoint must be enabled.
. The support technician must be granted access to one or more Jumpoints, either
individually or via group policy.
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Jumpoint Configuration

BOMGAR
3 Engion Sy | Acministative Intrtsce | Jenmy C.| LOBOUT

CONFIGURATION
OPTIONS | SUPPORT TEAMS | ACCESS SPONSORS | JUMPOINT™ | JUMP CLIENTS | BOMSAR BUTTON™ | CANNED MESSAGES | CANNED SCRIPTS

Jumpoint™ Managerment

2. Click Add New Jumpoint. o || Bt | el Em || Qe i

1. From your /login administrative interface, go to the
Jumpoint page under the Configuration tab.

Atanta o Ay Actve Never Uninstals Onine since Getober 04, 2008 08:14:32 Akt COT
Sydney  No Always Active Mever Uninstalls Download Installer widows® G0 eEcitbe

From here you can administiate Jumpoints™. & Jumpaint™ sllows a support representative to push the support customer client to machines on remote mebwors. The nebwors &
Jumpaint™ prevides acoess to are sollectively called a Jumpzene™.

HOTE: Support representatives will receive a prompt and still need autharization sredentials on the mashine that they are atempting ta push to befare the operation will susseed
To setup 3 Jumpoint™:

1. Log into this website and click the "Add New Jumpoint™" button

2. Deseribe the Jumpzone™ in the name fisld, and give permission fo users er groups who should be able to utilize that Jumpeint™.

3. Clickthe "Add Jumpaint™ button o 2dd the new Jumpoint™.

4. Use the "Download” link to dewnload the Jumpeint™ installer. 1 yau are curently atthe maching en which the Jumpoint™ is intended ta run, run the installer now. Homever,
You M2y wish ta send the downloadad installer to someon else wha will install the software on some other machine. The installer iz valid anly far 7 days atter itis
donnloaded.

5. While the Jumpaint™ is being installed the user will have the apportunity to set a date/time far the JUmpint™ te activate itself and to set a dateftime far the Jumpoint™ ta
uninstall itself,

. Afterthe Jumpaint™ is installed and active a representative that has been granted ac6ess oan log in and will se the JUmpoint™ in a list. He arshe will be able to push the
suppart custemer cliantto machines in the Jumpzena™ to which the Jumpoint™ provides aceass,

When selecting = system to hast 3 Jumpeirt ™, kesp the foll owing criteria in mind

® The hostsystem should be asystem on the same local area network as the systems to which you wish te Jump.

+ The host system should be a system with high availability

* IMPORTANT: The hostsystem should NOT be a system already being used as asenver. File semvers, print servers, web server, email serrers, ete. all make poor cheices for
Jumpoint™ host systams. Jumpoints™ sttempt to closs any active nebuork connections 1o {argst system before attempting the Jump, for security purposss. A Jumpoint™ that
woexists on such a serverwill eften report "Netwerk eror diseonnecting from host' messages when attempting te Jump, as it attempts to close a netwok connection but fails to
do 50 bacause some sther softuars is actively using that Rtk connection

3. Give this Jumpoint a name and grant permission to at

least one user who should be allowed to access this BOMGA R USER LOGIN

) agtin U9) | Administstive ntertace | Jenny €| LOGOUT

Jumpoint. After the Jumpoint is created, you can also e
grant access to groups from the Group Policies page OPTIoNS | GUPRORT TERMS | ADCEES SPNSARS | JUmPEINT . [ MNP SLENTS | BoMaAR BUTEN | SAHIED MESSRCES

i
under Users & Security. Aed Jumpoint

Stiame [oyuney

NOTE: Enter 2ny combination of alphanumeric characters (a-z, 42, 0-9), spaee and the "_" symbel to uniquely identify the Jumpzene ™ that this Jumpaint™ will
serve.

4. Click the Add Jumpoint button. Your new Jumpoint ossetes ]

NOTE: 4 disabled Jumpoint™ may still connect to the appliance, butwill net be usable by any representatives to perform push and start eperations,

should appear in the list of configured Jumpoints, and a 5| [ i s

. H H Admin (acdmnin) Agatha C. (agatha_c) ~
confirmation message should be displayed. A charon D (cparke.)
Dylan T (dylan_t) Clive L (clive_l)
Jane &, (jane_s) Elizabeth P. (elizabeth_p)
Jenny C. (jenny_c) Euclors V. (sudara_w)
Willizm F. Cavilliam _f) Flannery O. (flannery_o)
George E. (george_e)
John T (john_t)
Joseph C. (joseph_c)
Watherine M. (katherine_m) |+

NOTE: In addition to being a member of 3 Jumpaint™, a user must aiss have the "Allawed to Jump® permission ta use a Jumpoint™.

*Required
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Jumpoint Installation and Deployment

Now that your Jumpoint is configured, you will need to install the Jumpoint on a single system in
the remote network you wish to access. This system will serve as the gateway for Jump sessions
with other computers on the remote network. You can either install the Jumpoint agent directly to
the host or email the installer to a user at the remote system.

Download the Installation Package

BOMGAR
B engisnws) | maminsnats ttemsce | dsnny ©. | LOBOUT

B BTl conricursanon B URITY _REPORTS _ PUBLICPC s ON_ MANAGEMENT
OFTIONS | SUPFORT TEAMS | ACCESE SPONSORE | JUMFOINT™ | JUMP CLIENTS | BOMSAR BUTTON™ | CANNED MESSAGES | CANNED SCRIFTS

1. From your /login web interface, go to the Jumpoint page
under the Configuration tab.

Jumpoint™ Management

2. Find the appropriate Jumpoint and click the Download g ——
Insta"er Iink to dOWﬂ|Oad the Jumpoint insta“er ﬂle Aflanta Ho Always Aative Hever Uninstalls Oniine since Octaber 04, 2008 03:14:32 Ak COT [ et ]

London  Ho Fri Now 14, 2008 08:00 Hevar Unistalls Online since November 14, 2008 02.00:00 Al CST [ Dekte |

[bomgar-J pt-{UId}'exe]' Ontaiio Ne Mon Now 3, 2008 08:00 Wied Nev 12,2008 17:30 Offine since Nowamber 12, 2008 08:30:00 FM C5T
Sydnay  Ho Alnays Aetive Hever Uninstalls Downlead Installer e 2o ssercur

3. NOTE: Users of some browsers such as Mozilla or Opera Flom Rty a1 a6t oIS, A POt sl 32U Ep e £ U e SUppO oMt 1At Mahines o et ok T nebants

Jumpoint™ provides access to are collectively called a Jumpzone™.
may need to save the .exe before opening or running it.

To set up 3 Jumpeint™.

Lag inta this website and click the "Add New Jumpaint™ button
th ta users o groups who should be able to utilize tht Jumpeint™

4. Continue with the steps in the Complete the Installation
section below.

FTETIN

which tha Ju

ine an i ndad installer now. Howsver,
ayw\sh o 2813 the dounisaded Instaler 1o someane a15 o ] Intal the sofouara an some. ather mashine, The inetaler s vald onlytar? ﬂsys atteritis

o

Wihile the Jumpmm s being installed the userwill have the appartunity to set a datefime for the Jumpaint™ to activate itself and to set a dateftime far the Jumpoint™ fa
uninstall itself.

a

Afterthe Jump inst, d active 2 representative that has been granted ao log in and will see the Jumpoint™ in a list. He orshe will be able to push the
support custam the Jumpzone™ to which the Jumpoint™ praw ass,

Email the Installation Package e e e o S, e i

* The hostsystem should be a system on the same local ares network as the systems to which you wish to Jump.
® The hostsystem should be a system with high svailability
« IMPORTANT: The hostsystem should NOT be 3 system already being used as a ssrver. File servers, print servers, web sener, smail semers, ste. all make poor chaices far

1. From your /login web interface, go to the Jumpoint page et o soeh # st el rano e eror “‘”Z“‘:?““m‘:”;“m"i;iﬁ e et v a5 e cose vt “f.f"? iﬁ”l‘”f.” e
. . do 50 besause same other sofhuare is actively using that netwo i sonnection.
under the Configuration tab.

2. Find the appropriate Jumpoint and click the Download
Installer link to download the Jumpoint installer file
[bomgar-jpt-{uid}.exe]. If you are given the option to Run
or Save the file, select Save.

3. Attach the file to an email and send it to the remote user
to deploy on the system that will host the Jumpoint agent.

4. Continue with the steps in the Complete the Installation
section below.
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Complete the Installation
1. From the system that will host the Jumpoint agent, run

the installation package. When the installation wizard
appears, click Next.

2. Read and accept the license agreement. If you do not
accept the license agreement, you will not be able to
proceed with the installation.

3. Read and agree to the disclaimer.
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E Bomgar Jumpoint Setup = z

Welcome to the Bomgar Jumpoint
Setup Wizard

This wizard will guide wou through the installation of Bormgar
Jurnpoink,

1t is recommended that vou close all okther applications
befare starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

[ Mexk = ]’ Cancel ]

Bomgar Jumpoint $etup

Waiver Agreement
Please review the waiver terms before instaling Bomgar Jumpaint.

E

Press Page Down to see the rest of the agreement.,

WAIYER AGREEMEMT ~

PLEASE REVIEW THESE TERMS OF IJSE CAREFULLY. BY CLICKING "ACCEPT", ¥OU,
IMNDIYIDUALLY AMD AS AN AUTHORIZED OFFICER OF YOUR COMPANY AGREE TO THE
TERMS OF USE SET FORTH BELOW,. Bomgar Corporation proprigtary software {the
"Bomgar Software") is about to be downloaded ko your computer to allow & remote

control session between an operator and a computer or computers on vour netwark, By
clicking "Accept”, vou are autharizing a remate operator ko download the Borngar

=Snftware bocwnnr comnnber and o onderskand Fhat Fhe nermitred nnerator will hawve M

If you accepk the terms of the agreement, seleck the firsk option below, You musk accept the
agreement to install Bomgar Jumpoint. Click Mext to continue.

@I accept the agreement
()1 do net accept the agreement

’ = Back " Mext = ][ Cancel ]

=

| Bomgar Jumpoint Setup e

Disclaimer
Flease review the Following disclaimer before instaling Bomgar Jumpoint,

E

MOTICE TO CUSTOMER

CUSTOMER'S LICEMSED USE OF THE SOFTWWARE IS SOLELY PURSUANT TO THE TERMS
AND COMDITIONS OF BOMGAR'S END USER LICENSOR AGREEMENT,

CIUSTOMER IS SOLELY RESPONSIBELE FOR, ITS USE OF THE SOFTWARE AND SHALL

AT ALL TIMES USE THE SOFTWARE IN COMPLIAMCE WITH ALL APPLICABLE LAWS,
BOMGAR DISCLAIMS ANY LIABILITY FOR CUSTOMER'S IMPROPER LISE

OF THE SOFTWARE.

If you accepk the terms of the disclaimer, click I Agree to continue. You musk accept the
agreement: ko install Bamgar Jumpaint.

< Back. " 1 Agree ] ’ Cancel
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4. Choose where you would like the Jumpoint agent to download.
The default location is C:\Program Files\Bomgar\Jumpoint.

| Bomgar Jumpoint Setup

Choose Install Location
Choose the folder in which to install Bomgar Jumpoint, I:I’

Setup will install Bomgar Jumpaint in the Following Folder. To install in a different: Folder, click.
Browse and select another folder, Click Install to start the installation,

Destination Folder

| C:\Program Files\Bomgari Jumpointidocs. ga,bomgar, com| | Browse, ..

Space required: 5.6MB
Space available: 14.6GE

< Back H Install ] [ Cancel

5. For a Jumpoint to be deployed on a remote LAN that is behind
a proxy, appropriate proxy information may be necessary for the

Il Bomgar Jumpoint Configuration

Jumpoint to connect back to the Bomgar Box. Configure proxy BOMGAR" Ampoint” Configuration
settings here. The Jumpoint supplies this proxy information
whenever Jumping to another system on the remote network, Yersion: 10.3.0 (18652)
providing the authority necessary to download and run the Client: Prexy
customer client. Proxy Type: ‘None M
Pray Host: | | Prowy Part:
You also may specify a date and time when the Jumpoint should Username: | |
become active and when it should automatically uninstall. Password: [esesessses \

Setting these delimiters determines the duration of time for which
permitted representatives can access the remote network through
this Jumpoint.

Activation

(=) always Active

() Do Mok Activate Until

Once the Jumpoint has been installed, this settings dialog can be —
ninskal

accessed again by clicking the Jumpoint’s Change button in the

(&) Da Mot Automatically Uninstall
Add or Remove Programs menu of the host system.

) automatically Uninstall At

QK ] Cancel
6. After installing the Jumpoint agent, you will receive a confirmation B Bomgar Jumpoint Setup %

message. Click Finish.
Completing the Bomgar Jumpoint

Once the configuration and deployment are complete, the Jumpoint Setup Wizard

should be ready for use.

Bomgar Jumpoint has been installed on your computer,

Click Finish to close this wizard,

< Back Cancel
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Using the Jumpoint

From the Bomgar representative console, open the Jump

dialog from:

. the Support menu of the representative console
. the Start button above your personal queue

. the Jump To... button above the Jump interface
. the right-click menu of the system tray icon

From the Jumpoint drop down, select the network that
hosts the computer you wish to access. You can access
your local network or any network on which you have
installed a Jumpoint agent.

Next, either enter the remote computer’s hostname or

IP address or browse to it from the network directory.
Once you have located the computer to which you wish
to connect, click Jump. Your Bomgar Box will push the
customer client files to the remote system and attempt to
start a session.

You will be required to provide valid credentials
before you can access the remote system. Once the
customer client is started, you can access and control
the remote computer.

Contact Bomgar | www.bomgar.com | info@bomgar.com | 866.652.3177

F Bomgar - Jump

This will atternpt to Jump to the remote machine wou specify here.

You must hawe Administrator credentials on the remote machine For this bo succeed.

Jurnpoink: | Local Metwark - |

Hostname | IP: |

i Jump | | Cancel |

B Bomgar - Jumpzone Browser

Sydney

= i {Entire Metwork,

E 4 Microsoft Windows hetwork,
= % EXAMPLE
M a10BR-01
W a170G-03
W pzzam-01
8 gzsTE-0L
W E3sTE-0Z
W pz7co-on
W E45aL-01
I EzzkT-0n -
W 150503 -

i (] 4 | | Cancel |

. Refresh |

B Enter Credentials .9

When pushing to a system attached ko a Windows domain, please be sure to include the
domain name as part of your username (Domainname)Usernanms).

Username:

Password:

(0] | | Cancel |
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Jump Client
Client-Based Jump Technology Solution

A Jump Client is an application or service that enables a support representative to connect to any
unattended remote computer on any network. Jump Clients may be used on Windows, Mac, and
select Linux-based computers.

A Bomgar™ session using a Jump Client involves two computers:

1. The support technician’s computer.
2. The unattended computer with a Jump Client installed, targeted for remote access.

Jump Client Configuration/Installation

There are two possible ways of installing a Jump Client. Jump Clients can be installed during a
support session or pre-installed via mass deployment when the need to access multiple unattended
computers virtually is anticipated. These two methods of installation are outlined below.

During a Support Session

A Jump Client may be installed during a standard virtual support session. This will permit the
support technician to access the unattended remote computer at a later time. This method of
installation is also known as session pinning and may be achieved by clicking on the Pin as Jump
Client button.

NOTE: A Jump Client pinned in an elevated state in which the support representative has
administrative rights to the remote computer will allow a system to be always available. This applies
to Windows computers.

1. From within a support session, click the Pin as Jump Client
button in the session toolbar at the top right corner of the
representative console.

2. Select whether to pin the session to your personal queue, to
a team queue, or to the general queue.

3. If prompting is enabled, the customer will receive a message
that the representative is requesting to install a Jump Client.

The customer must allow or refuse the request.

4, Once the Jump Client is installed, the remote computer will
appear in the Jump interface of the representative console.
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Prior to Support

Jump Clients can be pre-installed on remote computers in anticipation of the need for virtual support.
This method of installation may be applied to one system or multiple systems simultaneously.

1. From your /login web interface, go to the Jump Clients )
page under the Configuration tab. BOMGAR Brvas e s o

EITEl conricurenon B SECURITY REFORTS PUBLICPORTALS  LOCALIZATION  MANAGEMENT
OPTIONS | SUPPORT TEAMS | ACCESS SPONSORS | JUMPOINT™ | JUMP CLIENTS | BOMGAR BUTTON™ | CANNED MESSAGES | CANNED SCRIPTS

2. Pinning the Jump Clients to your personal queue means
that only you can access these remote computers

Jump Client Mass Deployment Wizard

Fin this client to: [Parsonal 2]

through their Jump Clients. You can also choose to pin Sroup i ]
the Jump Clients to the general queue to allow access to e oo T :

Attampt 3n slevated install If the cliert supparts it

all representatives or to a specific team to allow access to
only those support team members.

Jump Client Statistics

Select which statisties will be sallected by Jump clients:

3. Adding a Group Name helps to organize your Jump

Clients into categories within the representative console.
You can also add Comments, which can be helpful in

searching for and identifying remote computers.

Jump Client Statistios Update Interval

NOTE: This setfing determines how often Jump clients update their inform ation on this appliance. &= the
number of deployed Jump clients inereases, thiswalue may need to be increased to save banduwidth

4.  The Jump Client will remain available for installation only

WiEXI MU Rumber of soncurrent Jump Client upgrades (50
OTE: This sefting determines how many Jump Cliznis 2re allowed to uparade at the same time. Sstting this

as long as specified in Mass Deployment Duration. If
someone should attempt to run the Jump Client installer e b+t iy 1 e g 1
after this time, installation will fail, and a new Jump Client
installer will have to be issued. U et e o e 1 e e ot ortet s o e e oy T

remeve the Jump Client, users with the appropriate privileges on the elient mashine ean do 5o using the
standard Windoms AddiRemove Progiams functionality. If this sefting i changed, it will be reapplied to 2 Jump
Clientthe next time it connects to the apgliance.

5. If Attempt an Elevated Install is selected, the Jump
Client will attempt to install with administrative rights, as
a system service. If the elevated installation attempt is
unsuccessful or if this option deselected, the Jump Client
will install with user rights, as an application. This option
applies only to Windows operating systems.

6. Once you click Deploy, you can install the Jump Client )
immediately if you are at the computer that you need to BO MG A R FEYIO USER"OG'N
later access. You can also email the installer to one or -
more remote users. Multiple recipients can install the
Jump Client from the same link.

Il covFicuranion [ITE URITY  REFORTS 5 ALIZATION  MANASEMENT
SPONSORS | JUMPOINT™ IENTS | BOMGAR BUTTON ED M CANNED SCRIPTS

OPTIONS | SUPPD

Jump Client Mass Deployment Wizard

or Install the Client Novr

Download/install

Deployio Emsil

Email
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U S i n g th e J um p C I i e nt B Bomgar Representative Clent - support.exanple.com - Jenng €.

Ele Support Help

. Sessns (2:8) | AccessRequests(0:3) . lan Fletcher @ JXNPLYPO3L

. X | Dashhoard [ Personal(2) | o Genersl () | Adnimstrators(3) . Intemet Problems (2)

1. In the representative console, Jump Clients are [ @, swaney Q1 proee PR e | et
grouped according to who can access them — only the it e e e
representative, a particular team, or all representatives. meh  EUINSr LI ER U@ mn d

Efin... ErinsCa.. LinusSu.. Oth.. 00:03:39 Bozaen Default nglish (US) TKT2768937  Icantt.

(14:41:18) Roger Murdech is online,
You can further organize Jump Clients by categorizing Nt [

Time in Quee | Name | Computer | Platform | tssue | Total Time | Company | Company Code | Publc Ste | Languags | Extemal ey | Detais

) TKT: g
(Us) TKTZ748297 My co.
(US) TKT2772830  I'mge,

{14:41:18) Rager Murdach has jan
conversation,

.| Tthink s the first of

£ (14:41:48) Big Jim Sk
them in groups.

T e s
B — — !
X e T commens | stms | moce | _cu | oek -: COEREES
2. Browse through groups or dynamically search for - perna

& Reph Hggerbotham
& Roger Murdoch
i\ & Tedsirvker

= Send
Send File

"+ BOMGAR u

. E
computers. The search tool looks across all text fields
associated with Jump Clients, including group and owner I e oo

£ oy Intemet Problems
name, comments, platform, etc. [

3. Once you have found the computer you wish to access,
click the Jump button. This will attempt to start a session
with the remote computer. Once the customer client is
started, you can access and control the remote computer.
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